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10 Tips to Stay Safe on Public Wi-Fi
Frank Alaniz
Missouri Workforce Regional Liaison
SLATE Missouri Job Center

Disclaimer
• I’m not a network security expert!
• All tips are just that - tips based on my general
internet / Wi-Fi use and personal network
security knowledge
• Use of these tips are based on your own personal
decision and research of internet security
• Each tablet, notebook, Smartphone settings, and
operating system will need to be customized to
each of these tips
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The Top Ten Tips
• The number of free public Wi-Fi hotspots is
growing, but not every hotspot can provide
the protection of a private home network
(VPN)
• Your notebook, tablet, or Smartphone's
default settings and firewall may not be
enough to keep you safe
• The following essential tips may help to
protect you when using public Wi-Fi hotspots

Avoid Automatically Connecting to
Wi-Fi Hotspots
• Automatically connecting to any available Wi-Fi
hotspot, can seriously endanger your privacy
• Not only will this allow your device to connect to
public networks without your express permission,
you may also be automatically connecting to
malicious networks set up specifically to steal
your information
• Open the Wi-Fi section of your device settings
app.
– If you don’t see an option to disable auto-connecting,
you’re already safe. Otherwise, turn this setting off.
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Use HTTPS
• Regular websites transfer content in plain text,
making it an easy target for anyone who has
hacked into your network connection
• You can create this encrypted connection with
the browser extension HTTPS Everywhere
– With this plugin enabled, almost all website
connections are secured with HTTPS, ensuring
that any data transfer is safe (Chrome/FireFox
only)

Protect Your Passwords
• Using unique passwords for different accounts
can help if one of your accounts is
compromised
• Consider creating a pass-phrase vs. password
• For more information on creating a
passphrase checkout:
AARP TEK | How to Make Passwords Secure |
AARP on YouTube
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Use Two-Factor Authentication
• These components may be something that the
user knows, something that the user possesses or
something that is inseparable from the user
• Example: Password (phrase) and PIN or personal
identifiable question (name of pet)
• The login process will now take a few extra
seconds when you use a different device, but you
can rest peacefully knowing that your account is
safe and secure

Confirm the Network Name
• Sometimes hackers will set up a fake Wi-Fi
network to attract unwitting public Wi-Fi users
– The Starbucks public Wi-Fi network might not be
named “Free Starbucks Wi-Fi”
– Connecting to a fake network could put your
device into the hands of a malicious person
– If you’re not sure if you’re connecting to the
official network, ask
– Staff will know the name of the official network
and help you get connected
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Turn on Your Firewall
• Most OS’s include a built-in firewall, which
monitors incoming and outgoing connections
– A firewall won’t provide complete protection, but
it’s a setting that should always be enabled

• On a Windows notebook, locate your firewall
settings in the Control Panel under System
And Security
• These settings are in System Preferences, then
Security & Privacy on a Mac

Turn Off Sharing
• Are you sharing your music library, printers or
files, or even allow remote login from other
computers on your Wi-Fi network in the privacy
of your own home
• Unless you disable these settings before
connecting to a public Wi-Fi network, anyone else
in the vicinity may be able to hack into your PC
– Open the advanced sharing settings of the
Homegroup section of the Network and Internet
settings in the Control Panel
– For Mac, just go to System Preferences, then Sharing,
and make sure none of the options are checked
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Run Anti-Virus Software
• Always running up-to-date anti-virus software
can help provide the first alert if your system
has been compromised while connected to an
unsecured network
– An alert will be displayed if any known viruses are
loaded onto your PC or if there’s any suspicious
behavior, such as modifications to registry files

• While running anti-virus software might not
catch all unauthorized activity, it’s a great way
to protect against most attacks

Turn Off Bluetooth Connections
• Many of us have Bluetooth accessories
(headsets, ear buds, watches, keyboards,
mice, etc)
• Most Smartphone viruses are passed via
Bluetooth connections
• Settings – turn Bluetooth to "nondiscoverable“ mode
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Get a VPN
• The most secure way to browse on a public
network is to use a virtual private network (VPN)
• A VPN routes your traffic through a secure
network even on public Wi-Fi, giving you all the
perks of your private network while still having
the freedom of public Wi-Fi
• If you regularly connect to unknown networks,
setting up a VPN is smart to protect your personal
information

VPN Pro’s and Con’s
• While free VPN services exist, a paid VPN
service guarantees the connection’s integrity
• VPNs Make You Safe From Internet-Borne
Attacks
– A VPN is not a firewall, so if you use a VPN to
download infected content, your system will end
up infected
– It is still a good idea to have a firewall that is
properly configured on your side and defensive
tools such as antivirus, and anti-malware
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VPN Pro’s and Con’s
• I Really Don't Need To Use A VPN
– If you do online banking or shopping, chances are you
might be sending confidential data over insecure
connections
– Today's VPNs are easy to configure, especially if you
use a service provider that specializes in VPNs, of
which there are many

• VPN will slow my internet browsing down
– Correct, however you must decide on internet
security or gigabit speed. Most paid VPN services will
browsing will not be affected as with most free
services

Setting Up a VPN
• Must have a “dedicated” server (desktop
computer that is always on)
• Free services will route you through their
servers
• Best “Free” VPN Hamachi by LogMeIn
(vpn.net)
– Setup is easy and you can connect up to five
devices
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Bonus Tips
• Turn off auto fill
• Never auto save passwords
• Change all social media passwords at least
once a month
• Change all other passwords at least every
three to six months

Questions
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Virtual Interviewing
• Overview
• Skype
• Google Hangouts
• Business Solutions (i.e. GoToMeeting)

Hardware | Software
•
•
•
•
•
•

You need to have a updated operating system
Test your system to insure it has enough RAM
Turn off all non essential applications
You may need to install additional software
Make use your system files are up to date
Make sure all scheduled tasks are turned off
(anti-virus, sleep mode, etc.)
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Additional Hardware
• External USB Microphone
– Laptop | Tablet | Smartphone are rudimentary
(picks up computer sounds)
– Preferred choice is USB versus plug in type

• External Speakers
– No Bluetooth (Plugin style)

• High end ear buds with mic
• Test | Test | Test

Understand Your Connection
• Two parts to your connection
– Upload
• Make sure you have the resources available
• If you’re not sure ask when you setup the event

– Download (most of us know this)

• It’s not the download speed that will crash
your system it’s the upload speed where most
of the problems happen
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Control the Situation
• Control back ground noises
– Dog barking
– Kids
– TV
– CELL PHONES

• Stuff happens (we get it)
– It’s kind of funny but you can’t help but say, “Does
this person even know this was a business
interview?”

No Multi-tasking
• Turn off phones
– Home (or remove from location)
– Cell

• No Emailing | Texting | Checking Facebook
• Treat as an in person interview
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Dress for Success
• Dress for a traditional interview
• Dress completely
• Watch your colors

Schedule
• Make sure you’ve accepted the appointment
correctly
• Make sure you are on the correct time zone
• Verify the appointment (day before)
• Make sure you’ve given the correct name
– Skype
– Hangouts
– Email address
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Camera
• Place the camera at eye level
– Looking down or off to the side
– Place a picture next to the camera so you have
someone to talk to
– Make sure your head and shoulders are centered

• Tablet
– Don’t hold the tablet in your hands
– Place the tablet at a reasonable distance so you’re
centered in the camera and not full face shot

Setting up the Room
• The room you choose
– Make sure that the window is not behind you – as this will
create a distorted view
– Make sure that behind you is tidy
– The kitchen and sitting room are generally the best rooms
to use, with as plain a background as possible
– Turn on the lights in the room as this improves the quality
of your image
• If you are in a room with bad lighting you may even
consider moving a lamp near to you so that your face is
properly lit
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Practice
• Practice
– Setting up the room
– Setting up the software

• Practice with a friend
– Never participated in a virtual interview
– Not sure of your connection or software skills

Skype
• Desktop Version
– Basics
– Optimal Use

• Mobile Version
– Basics
– Why desktop is better

15

5/31/2016

Skype Process
• Do not install “Click to Call” (if prompted)
• Create an account
• Add friends | businesses | networking
contacts
• Do not add personal contact list (when
prompted)
• Update to current software

Mobile Applications
• 40% functionality
• Smaller screen / camera presence
• Must move camera further away which limits
screen size
• Typing limits the size of picture
• Cannot type and Skype via mobile device
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Hangouts
• Desktop Version
– Basics
– Optimal Use

• Mobile Version
– Basics
– Why desktop is better

Google Hangouts
• Part of Chrome Browser
• Other browsers (hangouts.google.com)
• Setup a Google Group
– Join WREAP Group

• Setup a Group Chat
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Business Version
• Desktop Version
– Basics
– Optimal Use

• Mobile Version
– Basics
– Why desktop is better

Questions
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